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" Obtener informacion abierta

INTERNET ARCHIVE http://web.archive.org/

« Web durante 20 afnos
« Miles de millones de paginas web de millones de sitios web.
« 510 mil millones de capturas web con marca de tiempo

PRACTICA 1.- ¢ Cuando tenemos evidencias de que existe una web
“Institutomilitar.com™?

PRACTICA 2.- ¢ Cémo era la web del M° de Defensa, en tiempos del
presidente Zapatero y del presidente Rajoy?

PRACTICA 3.- ;COomo era la web de Guardia Civil cuando inici6 su
presidencia el presidente Sanchez?
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ﬁ Netcraft

« Servicios de seguridad de Internet: deteccion e interrupcion de
delitos cibernéticos, pruebas de aplicaciones y escaneo PCI,
cuota de mercado de servidores web, sistemas operativos,
proveedores de alojamiento, autoridades de cert|f|caC|on SSL y
tecnologias web. e ey |

» Q. Lookup anather site?

« Site Report: https://sitereport.netcraft.com
« Search DNS results:
https://sitereport.netcraft.com

xxxxxxxxx



https://sitereport.netcraft.com/
https://sitereport.netcraft.com/

. e oveosywy.asy ACADEMIA DE INGENIEROS

6 b L2 3
ek 2

rowTER
e
“0tmia op moew!

ﬁ Actividades con Netcraft

o« INFORME 1.- Con institutomilitar.com

« INFORME 2.- Con www.qguardiacivil.org

« INFORME 3.- Con alguna web que guerais



http://www.guardiacivil.org/
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Benefits of Packet Sniffing
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. |dentificar problemas

. Indagar lentitudes

« Analizar traficos por tipos (ejemplo, trafico stun) R
« Mejorar anchos de banda

« Mejorar la seguridad (la actividad criminal pasa por la red)
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- Comparar sniffers

4l
o https://www.wireshark.org/ WIRESHARK
| PRTE (S
. https://www.paessler.com/packet_capture NETWORK

o https://www.manageengine.com/products/netflow/  Managetngine’

« https://www.liveaction.com/products/omnipeek-
network-protocol-analyzer/

o https://www.solarwinds.com/network-performance-
monitor/use-cases/packet-sniffer?CMP=0ORG-BLG-
DNS

solarwinds



https://www.wireshark.org/
https://www.paessler.com/packet_capture
https://www.manageengine.com/products/netflow/
https://www.liveaction.com/products/omnipeek-network-protocol-analyzer/
https://www.solarwinds.com/network-performance-monitor/use-cases/packet-sniffer?CMP=ORG-BLG-DNS
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Wireshark

Analyze Statistics Telephony Wireless Tools Help
RE RexsEF LIS EQRQAQAH
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P4 53.148222 192.168.1.102 198.136.62.125
868 53.337130 192.168.1.102 198.136.62.125 ubP
$5925 53.363593 192.168.1.102 198.136.62.125 ubpP

198.136.62.125
198.136.62.125

AnO Aanrs rA anar

192.168.1.102
192.168.1.102

AAA Ao a4 ann

87572 54.640753
87575 54.641429

Arar A raasaa

>

Frame 85592: 1392 bytes on wire (11136 bits), 1392 bytes captured (11136 bits) on interface \Device\NPF!
Ethernet II, Src: LCFCHeFe_ce:cS5:dd (e8:6a:64:ce:c5:dd), Dst: HuaweiTe_4c:b9:f1l (b4:86:55:4c:b9:f1)
Internet Protocol Version 4, Src: 192.168.1.102, Dst: 198.136.62.125

User Datagram Protocol, Src Port: 64604, Dst Port: 443

Data (1350 bytes)
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or downloadir

X

endo prtg_installer_with_trial_key 000014-08CKFM-8FFRH5-JH4PAK-...

Ha elegido abrir:

'8 ...K-3T3BHY-920EZ8-WGJK5G-5NDWER-WYBNN8-DCF02V.exe

que es: Binary File (279 MB)
de: https://downloads.paessler.com

;Desea guardar este archivo?

Guardar archivo Cancelar

arted automatically. Run the installation.
nload to finish. The license key below is already free webin;
included in your .exe file.

Your license key

000014-08CKFM-8FFRH5-JH4PAK-3T3BHY-920EZ8-

WGJIK5G-5NDWER-WYBNN8-DCF02V 000014-08CKFM-8FFRH5-JH4PAK-3T3BHY-

920EZ8-WGJKS5G-5NDWER-WYBNNS8-DCF02V
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https://centralops.net/co/

’.’5 .nEt Advanced online Internet utilities

es™

“4orma of mor

Domain DOSSieI' Investigate domains and IP addresses

Central OPs

° https ://Ce ntral O pS ] n et/ (ér%r:i?igoizzcrk domain or IP address :institutomilitar.com

Browser Mirror domain whois record DNS records

[] traceroute

Ping network whois record [[] service scan 99
Traceroute

NSLOOkUP user: anonymous [188.26.215.13]
AutoWhois balance: 49 units

AnalyzePath log in | account info LETTLT NS EIeT

Do you see Whois records that are missing contact information?
Read about reduced Whois data due to the GDPR.

Address lookup

canonical name institutomilitar.com.
aliases

addresses 82.223.84.176

Domain Whois record
g whois.internic.net with "dom institutomilitar.cory

NSTITUTOMILITAR.COM

10
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" Actividades Central Ops

. 1.- Hacer domain checker de nuestra web
« 2.- Investigar sobre un email
« 3.- Qué informacidn esta dando nuestro navegador

arntral 0ps .Net s onine intemet wities

« 4.- Hacer un pingeado desde el servidor Ops
. 5.- Un trazado de ruta
. 6.- Un whois automatico

o /.- Analizar una ruta de un sitio a otro

0 i 1 0 [} o
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What is Robtex used for?

. Fuentes para recopilar informacion publica e s s s

Are you a normal IT guy doing data forensics, investigating competitors, tracking spammers or hackers or a virus, or just

sobre IP, nombres de dominio, nombres de

Robtex uses various sources to gather public information about IP numbers, domain names, host names, Autonomous sys

host, sistemas autdonomos, rutas, etc. en una e
gran base de datos de acceso gratuito.

« WWW.robtex.com

Fat

:atic graph over the entity and related entities
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ACADEMIA DE INGENIEROS
Laboratorio de captura

—
Yowe MINERYA Po?oﬁ“»‘\"A ’
408415 pg oen - A
Capitan GC Jesus S. ,' .
Cano Carrillo A A
\. /A l /
==/l



